PROCEDURES
RISK MANAGEMENT FRAMEWORK AND GUIDELINES
PURPOSE
This Framework and Guidelines have been developed in support of the CQUniversity Risk Management
Policy and are intended for use by the CQUniversity community to ensure consistent application of risk
management processes to the wide range of activities undertaken by the University.

INTRODUCTION
1

What is Risk?

1.1

Risk is the chance of something happening that will have an impact upon objectives. It is
measured in terms of consequences and likelihood. Risk arises out of uncertainty. Risk is the
exposure to the possibility of such things as economic or financial loss or gain, physical damage,
injury or delay, as a consequence of pursuing or not pursuing a particular course of action. The
concept of risk has three elements:
•

the perception that something could happen;

•

the likelihood of something happening; and

•

the consequence if it happens.

1.2

The level of risk is the combination of the likelihood of a risk occurring, and the consequences if it
does occur. Action taken to manage or treat the risk will need to address the likelihood of any
event occurring, or the consequences if it does occur, or both.

1.3

Risks might include, but are not limited to:

1.4

•

a breach of legal or contractual responsibility;

•

a breach of security;

•

a threat of physical safety;

•

client dissatisfaction;

•

deficiencies in financial controls and reporting;

•

failure of a project to reach its objectives;

•

failure of equipment or computer systems;

•

failure to recognise and take advantage of opportunities;

•

fraud;

•

mismanagement; and

•

unfavourable publicity.

Risks can arise from both internal and external sources. While it is not possible to have a totally
risk-free environment, it may be possible to treat risk by avoiding, reducing, transferring, or
accepting the risks.
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2

What is meant by Managing Risk?

2.1

Risk management is the coordinated activities which come together to optimise the management
of potential opportunities and adverse effects. The alternative to risk management is risky
management, or making reckless decisions, or decisions which are not based on careful
consideration of the facts and the risk involved. Risky management is not acceptable. However, in
some situations, deciding not to introduce new approaches is to take the greatest risk of all. Risk
management provides a way of realising such opportunities without exposing the University to
unnecessary risk.

2.2

Managing risk:

2.3

•

is a logical and systematic process that can be used when making decisions to improve the
effectiveness and efficiency of performance? It should be integrated into everyday work;

•

is identifying and being prepared for what might happen. It involves taking action to avoid or
reduce the unwanted exposures of the University to the costs or other effects of these events,
or for the University to maximise opportunities identified;

•

encourages the University to manage proactively rather than reactively; and

•

means identifying and taking opportunities to improve performance as much as it means
taking action to avoid or reduce the chances of something going wrong.

Managing risk provides benefits, some of which include:
•

a more rigorous basis for strategic planning as a result of a structured consideration of the
key elements of risk;

•

better identification and exploitation of opportunities;

•

better outcomes in terms of effectiveness and efficiency (e.g. improved service and/or better
use of resources both people and equipment);

•

compliance with relevant legislation;

•

greater openness and transparency in decision making and ongoing management process;
and

•

no costly surprises because undesirable risks are identified and managed.

3

When is there a Need to Manage Risk?

3.1

Risk should be managed continuously. All decisions involve management of risk of some kind or
other. Whether they be decisions which are taken in everyday operations (such as deciding work
priorities, making budget or staffing decisions) or decisions about major policies, strategies or
projects, the effective application of risk management is essential.

3.2

It is desirable to develop a mindset of a conscious approach to managing the risks inherent in
every decision. Many decisions have to be made quickly and are often based on intuition, but it is
nevertheless important to think about the risks involved.

3.3

The formal step-by-step process involving establishing the context, identification, analysis,
evaluation, treatment, monitoring and review of risks, along with effective communication and
consultation with stakeholders, is to be applied to decision making at all levels throughout the
University.
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4

Corporate Governance Principles

4.1

Corporate governance is the way in which the University is controlled and governed in order to
achieve its objectives. The control environment makes the University reliable in achieving these
objectives within an acceptable degree of risk. CQUniversity is committed to establishing an
organisational culture that ensures risk management is an integral part of all activities. The core
function of risk management within the University is the achievement of the University’s objectives
and supporting the University’s strategic direction. Sound risk management not only contributes to
good governance, it also provides protection for managers in the event of adverse outcomes.
Provided risks have been managed in accordance with the University’s guidelines, protection
occurs on two levels. Firstly, the adverse outcome may not be as severe as it might otherwise
have been. Secondly, those accountable can, in their defence, demonstrate that they have
exercised a proper level of diligence.

4.2

There is considerable scope to enhance corporate governance practices by building on the
linkages with planning, quality, regular reporting and the internal audit function, within a
coordinated management cycle.

4.3

The University is committed to managing risk in accordance with the process established in the
Australian/New Zealand Joint Standard AS/NZS ISO31000:2009. This Risk Management
Framework and Guidelines, issued under the authority of the Vice-Chancellor and President, will
govern the practice of risk management.

4.4

Risk management is focused on identifying, evaluating, controlling and ‘managing’ risks. It is not a
negative or constraining concept. It allows the University to seek and take advantage of
opportunities to achieve improved outcomes and outputs by ensuring that any risk taken is based
on informed decision-making, realistic and measurable objectives, and sound analysis of possible
outcomes. The process can be applied at all levels of the University.

5

Risk Management Policy

CQUniversity’s Risk Management Policy is the official vehicle by which the University Council clearly
communicates:
•

its support for the risk management process; and

•

the expected roles and responsibilities of all members of the University in the identification and
management of risks.

RISK MANAGEMENT PRINCIPLES
1

Principle 1: Corporate Governance and Risk Management

Managing risk is an integral component of effective corporate governance and builds upon transparent
and accountable processes consistent with sound business practice. Risk management is applied to the
development and implementation of policy, plans and future directions of the University.

2

Principle 2: Commitment

2.1

The University Council, Vice-Chancellor, and management at all levels of the University are
committed to the pro-active management of all risks in a systematic way in order to enhance our
operation as “one university” rather than as a group of individual entities. The risk management
process makes a significant contribution towards establishing the priorities in the allocation of
resources. Managers at all levels are accountable and responsible for the management of risk
within their area of control.
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The accountability and responsibility for the University’s risk management practice rests with
management at three different levels:
•

Vice-Chancellor;

•

Executive and Senior Management;

•

Line management.

2.2

It is the responsibility of the executive and senior management who are ultimately accountable to
the Vice-Chancellor for managing the risks that may affect their operations to review risk
management documentation prepared by their line managers.

3

Principle 3: Culture of Risk Management

All staff are required to ensure that their behaviours relating to their individual performance encompass
informed decisions to do or not to do things based on a reasonable analysis of foreseeable risks,
opportunities and their associated impacts on the implementation of University strategies and the
attainment of University objectives.

4

Principle 4: Reviewing and Monitoring Risks

Formal mechanisms for review and monitoring are in place to promote the effectiveness of risk
management throughout the University and at all governance and management levels.

5

Principle 5: Reporting of Risk Management Process

Effective management of risk requires a risk management information system that communicates and
reports on risks that have been identified, together with risk analysis, evaluation, prioritisation and
treatment options.

6

Principle 6: Tolerable Level of Risk

Risk treatment options enable the management of identified risks at a tolerable or acceptable level within
the financial and/or other policy constraints. All risks can never be totally removed. Risk management
provides tools for managing risks at a tolerable level determined through a systematic and documented
risk analysis.

7

Principle 7: Opportunity

Risk management allows the University to take advantage of opportunities to improve its outcomes and
outputs by ensuring that any risk taken is based on informed decision-making and on realistic analysis of
possible outcomes.
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SCOPE OF RISK MANAGEMENT OBJECTIVES
Risk management addresses a very broad range of potential exposure to risks across the entire
operations of the University which include core activities and enabling activities:

Facilities
(Asset Management
Risk)

Environmental Risk

Governance and
Compliance Risk

Learning and
Teaching Risk

Health, Safety
and Security Risk

Information
Technology Risk
Engagement Risk Research Risk

Human Resources Risk

Financial and
Commercial Risk

Refer Appendix 1 for further discussion of risk categories.

ROLES AND RESPONSIBILITIES
1

Vice-Chancellor and President

The Vice-Chancellor and President is accountable to the University Council and has overall responsibility
as the ‘accountable officer’ for protecting the University from unacceptable costs or losses associated
with its operations and for developing and implementing systems for effectively managing the risks that
may affect the achievement of objectives and operational outcomes.

2

Executive and Senior Management

2.1

The effectiveness of risk management is unavoidably linked to management competence,
commitment and integrity, all of which forms the basis of sound corporate governance. Corporate
governance provides a systematic framework within which the executive management group can
discharge their duties in managing the University.
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2.2

3

Executive and Senior Management are responsible for:
•

considering and documenting new and existing risks and their impact on proposed plans as
part of the annual planning cycle. Risk records must be maintained up-to-date on an ongoing basis to reflect any changes which may occur;

•

providing direction and guidance within their areas of accountability so that staff best utilise
their abilities in the preservation of the University’s resources;

•

successfully promoting, sponsoring and coordinating the development of a risk management
culture throughout the University;

•

guiding the inclusion of risk management in all strategic and operational decision making;

•

possessing a clear profile of major risks within their area of control incorporating both
opportunity and negative risks;

•

maintaining a framework to manage, monitor and report risk;

•

managing risks to meet University objectives, goals and vision; and

•

improving corporate governance.

Line Management

Line managers at all levels will be responsible for the adoption of risk management practices and will be
directly responsible for the results of risk management activities, relevant to their area of responsibility.

4

All Employees

All employees are responsible for:
•

acting at all times in a manner which does not place at risk the health and safety of themselves or
any other person in the workplace;

•

providing direction and training to persons for whom they have a supervisory responsibility or duty
of care provision relating to health and safety;

•

identifying areas where risk management practices should be adopted and advising their
supervisors accordingly;

•

meeting their obligations under relevant legislation including Work Health and Safety, Equal
Employment Opportunity and Anti-Discrimination; and

•

taking all practical steps to minimise the University’s exposure to contractual, tortuous and
professional liability.

5

Audit, Compliance and Risk Committee

The Committee is responsible for:
•

reviewing this document in conjunction with staff of the internal audit function every three years or
sooner where considered necessary. The outcome of this review will be referred to the Vice–
Chancellor and President for approval;

•

reviewing the University’s strategic risk assessment on an annual basis; and

•

reporting annually to the University Council summarising its review and monitoring activities as
they relate to oversight of the risk management process. The Committee will also indicate, in its
opinion and based on its activities, any significant business risks which remain at an unacceptably
high level.
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6 Internal Audit
The internal audit function will support University risk management by providing advice and support on
risk management, and through an annual independent review of risk management practices and
procedures to provide assurance on their efficiency and relevance to the Committee.

RISK MANAGEMENT PROCESS








Establish the context
The external context
The internal context
The risk management context
Develop criteria and define the structure

Identify risks
What can happen, when, where, how
and why

Analyse risks
Identify existing controls

Communicate and Consult

Monitor and Review

Determine
consequences

Determine
likelihood

Determine level of risk




Evaluate risks
Compare with criteria?
Set priorities

Treat risks?

No

Yes






Treat risks
Identify options
Assess options
Prepare and implement treatment
options
Analyse and evaluate residual risk
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1

Context of Risk Management

1.1

The political, social, economic, legal and physical environments are important in the day-to-day
work of the University’s staff. It is essential that the internal and external environment within which
the activity is conducted be adequately defined if the subsequent steps of the process are to have
a meaningful context.

1.2

Managers need to identify their role in contributing to the University’s wider goals, objectives,
values, policies and strategies when making decisions about risk. These assist with defining the
criteria by which it is decided whether a risk is tolerable or not, and form the basis of controls and
management options.

1.3

Key Questions in establishing the Context:

1.4

•

What are the University’s strengths and weaknesses?

•

What are the major outcomes expected?

•

What are the major threats and opportunities presented?

•

What are the significant factors in the University’s internal and external environment?

•

What is the policy, program, process or activity to which the risk management process is
being applied?

•

What problems were identified in previous reviews?

•

What risk criteria should be established?

•

Who are the stakeholders?
Risk Owner
The risk owner has responsibility for:

•

ensuring that the risks they are assigned are managed appropriately. (Management of individual
risks may be delegated to a person with relevant expertise to undertake the task of managing the
risk on behalf of the risk owner. The risk owner retains ultimate responsibility)

•

monitoring progress against treatment plans

•

ensuring that the risk review process is carried out in a timely fashion, within their areas of
responsibility

•

ensuring the currency of the risk register and responding to any risk register actions that have
been assigned to them

•

providing specific reports on request from any of the Governance Committees or Vice –
Chancellor

2

Communicate and Consult

2.1

It is important to communicate and consult with stakeholders at each step in the risk management
process.

2.2

Risk communication and consultation can be defined as any two-way dialogue between
stakeholders about the existence, nature, form, severity or acceptability of risks.

2.3

Communication efforts must be focussed on consultation, rather than a one-way flow of information
from decision-makers to stakeholders, especially those outside the University.

2.4

Consultation between experts and laypersons can be difficult for a number of reasons. Experts
and laypersons will often have vastly different levels of knowledge related to specific issues. There
are often large uncertainties associated with estimating future likelihoods or consequences, and
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concerns that technical experts may overlook or fail to acknowledge legitimate community fears.
When technical experts disagree amongst themselves, they decrease the acceptability of the
analysis in the eyes of the layperson.
2.5

Consequently, communication and consultation are critical to ensure that stakeholders have
access to relevant information. It is also critical that this information be presented in a manner that
the recipients understand.

3

Risk Identification

3.1

Risk identification involves examining all sources of risk and the perception of all stakeholders,
both internal and external, to develop a list of risks or opportunities which may impact on the
achievement of objectives identified in the context.
Valid information is important in identifying risks and in understanding the likelihood and
consequences of the risk. Although it is not always possible to have the best, or all information, it
should be as relevant, comprehensive, accurate and timely as resources will permit. Existing
information sources need to be accessed and where necessary, new data sources developed.

3.2 All identified risks should be documented in a risk record (Appendix 2) identifying what can happen,
when and where it can happen, how and why it occurs. This documentation should contain a brief
description of these risks, including possible causes, initiating events, potential impacts and
existing controls.
3.3

Ideally a risk or opportunity should be identified in the following terms: (something happens)
leading to (outcomes expressed in terms of impact on objectives) - e.g. a thunderstorm floods the
campus leading to non-delivery of lectures.

3.4

Individual risk records will form the basis of a Risk Register (Appendix 3).

3.5

Key Questions in Identifying Risk:

3.6

•

What are the impacts of each risk?

•

What is the potential cost of each risk?

•

What is the reliability of the information?

•

What is the scope of this information?

•

What is the source of each risk?

•

When, where, why, how are the risks likely to occur, and who might be involved?

Possible Methods of Identifying Risk:
•

Physical inspections;

•

Brainstorming;

•

Decision trees;

•

Flow charting, system design review and systems analysis;

•

History, failure analysis;

•

Interview/focus group discussion;

•

Judgmental – consensus, speculative/conjectural, intuitive;

•

Operational modelling;

•

Personal experience or past University experience;

•

Scenario analysis;
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•

Strengths, weaknesses, opportunities, and threats (SWOT) analysis; and

•

Survey and/or questionnaire.

4

Risk Analysis

4.1

The controls are identified, their adequacy assessed along with the level and consistency of
enforcement.

4.2

The level of risk is determined by the relationship between the likelihood (frequency or probability)
and the consequences (impact or magnitude of the effect) if the risk occurs. The likelihood and
consequences are assessed taking into account the adequacy and enforcement of controls. The
resultant consequences and likelihood are combined to produce a level of risk. The most readily
used approach to defining consequences tends to be qualitative whereby managers use
experience, judgement and intuition to make decisions.

4.3

Many risk analyses are directed to the negative consequences of risks, and the consequence
scales reflect the losses or undesired outcomes that may arise. However, the risk management
approach can be used to identify and prioritise opportunities or ‘positive’ risks with little change to
the process.

4.4

Examples to determine the level of risk from likelihood, consequence and control are shown below.

4.5

Likelihood
Level

Descriptor

Definition

Indicative
frequency

A

Almost certain

Is expected to occur in most circumstances.

80 – 99%

B

Likely

Will probably occur in most circumstances.

60 – 79%

C

Possible

Might occur at some time.

40 – 59%

D

Unlikely

Could occur at some time.

20 – 39%

E

Rare

May occur only in exceptional
circumstances.

1 – 19%
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4.6
Consequence:
For Negative Outcomes

Level

1

2

3

4

5

Descriptor

Financial

 Financial
loss up to
Insignificant
$10K

Minor

Moderate

Major

Extreme

 Financial
loss
between
$10K to
$100K

 Financial
loss
between
$100K to
$1M

 Financial
loss
between
$1M to
$10M

 Financial
loss in
excess of
$10M

Information
Communications
Technology

Environmental

 Temporary interruption to
services, Inconvenience
at local level of
operations
 Loss of non-critical files,
data or records
 Local issue resolved with
negligible impact on
service, managed by
changes to operational
processes i.e.
workarounds
 Recoverable loss of data,
records or files.
 Disruption to an
operational area or
system (i.e. Moodle) for
up to one day.

 Brief pollution
 No impact or
measurable
impairment

 Transient harm
 Minor impact

Health and
Safety
 Incident
requiring first
aid only

 Incident
requiring
medical
treatment

 Moderate harm
 Incident
 Measurable impact
requiring
but not affecting
hospital
ecosystem function
treatment

 Serious restrictions to key
services programs or
 Significant harm
 Incident
data files or theft of data.  Serious impact with
causing
 Several systems nonsome impairment
disability or
operational and major
of ecosystem
longer term
disruption to business
function
hospitalisation
and services for more
than one day
 Long term harm
 Very serious
 Loss of critical services,
impact with
programs or data
 Incident causing
significant
 Non-recoverable loss of
death
impairment of
critical files, data or
ecosystem function
records.

Operational
 No effect on
operations
 No impact on student
numbers

 Little or no public/local
interest

 No effect on
operations
 Up to 1% impact on
student numbers

 Minor public/local interest
 Reputation adversely
affected with a small
number of affected
people

 Some effect on
strategically critical
operations
 Between 1% to 5%
impact on student
numbers

 Significant public/local
interest
 Reputation impacted with
some stakeholders

 Major effect on
strategically critical
operations
 Between 5% to 10%
impact on student
numbers

 Major public/media
attention
 Reputation impacted with
a significant number of
stakeholders

 Major effect on
operations and ongoing viability
 Greater than 10%
impact on student
numbers

 Serious or sustained
public/media attention
 Reputation impact with
majority of key
stakeholders
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Reputational
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For Positive Outcomes
Level

Descriptor

Definition

1

Insignificant

Small benefit, low financial gain.

2

Minor

Minor improvement to image, some financial gain.

3

Moderate

Some enhancement of reputation, high financial gain.

4

Major

Enhanced reputation, major financial gain.

5

Extreme

Significantly enhanced reputation, huge financial gain.

4.7 Control
Descriptor

Definition

Good

Current controls will identify risk occurrence or prevent it, enabling effective
management.

Fair

Current controls have a reasonable chance of preventing or detecting risk occurrence to
enable effective management.

Poor

Minimal chance of current control framework preventing or detecting risk occurrence to
enable effective management.

4.8 Table to Determine the Overall Level of Risk
Consequence
Likelihood
Insignificant

Minor

Moderate

Major

Extreme

Almost certain

Moderate

High

High

Extreme

Extreme

Likely

Moderate

Moderate

High

High

Extreme

Possible

Low

Moderate

Moderate

High

High

Unlikely

Low

Low

Moderate

Moderate

High

Rare

Low

Low

Low

Moderate

Moderate

4.9

Legend:
•

Extreme risk – immediate action required, executive management/Council will be involved.

•

High risk –executive management accountability with senior management responsibility
specified.

•

Moderate risk – manage by specific monitoring or response procedures within line
management delegations.

•

Low risk – manage by routine procedures ad low level delegations, unlikely to need specific
application of resources.

Risk Management Framework and Guidelines
Page 12 of 20
Version: 5
Once PRINTED, this is an UNCONTROLLED DOCUMENT. Refer to Policy Portal for latest version.
CQUniversity CRICOS Provider Code: 00219C

4.10 Key Questions in Analysing Risk:
•

What are the accountability mechanisms – internal or external?

•

What are the current controls that may prevent, detect or lower the consequences of
undesirable risks/events?

•

What are the current controls that may support, identify or increase the consequences of
desirable opportunities/events?

•

What are the potential consequences of the risks if they do occur?

•

What controls presently exist to mitigate this risk?

•

What factors might increase or decrease risk?

•

What is the potential likelihood of the risk happening?

5

Risk Evaluation and Prioritisation

5.1

Risk evaluation is about deciding whether risks are acceptable or unacceptable. The evaluation
should take account of the degree of control over each risk and the cost impact, benefits and
opportunities presented by the risks. The significance of the risk, and the importance of the policy,
program, process or activity, need to be considered in deciding if a risk is acceptable. A risk may
be accepted if the consequence and likelihood of that risk is consistent with the established criteria.

5.2

Reasons why a risk may be accepted include:

5.3

•

The cost of treatment is so manifestly excessive compared to the benefit that acceptance is
the only option. This applies particularly to lower ranked risks.

•

The level of the risk is so low that specific treatment is not appropriate within available
resources.

•

The opportunities presented outweigh the threats to such a degree that the risk is justified.

•

The risk is such that there is no treatment available. For example, the risk that a contract
might be terminated following a change of government is not within the control of the
University.

Key questions in assessing and ranking:
•

What is the tolerable level of risk?

•

What is the ranking of the risks in terms of probable consequence (extreme, major, moderate,
minor or insignificant)?

•

What is the level of the risks (extreme, high, moderate, low)?

6

Risk Treatment

6.1

This phase involves dealing with risks determined as being unacceptable to the University at the
existing level. It is particularly important to identify the causes of the risks so that these are treated
and not just the symptoms.

6.2

Risk treatment options include the following:
•

Avoiding the risk by deciding not to proceed with an activity that contains an unacceptable
risk;

•

Choosing an alternative with less risk;

•

Transferring the risk; or

•

Proceeding with the activity with higher levels of managerial attention.
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6.3

The option of adopting an alternative of lower risk involves reducing the consequences and/or
likelihood of harm or loss and therefore, is a treatment and not necessarily avoidance of risk.

6.4

The likelihood may be reduced through management controls or other arrangements which reduce
the frequency of, or opportunity for, error – such as alternative procedures, quality assurance,
testing, training, education, supervision, review, documented policy and procedures, research and
development.

6.5

Ensuring that management or other controls, or physical barriers, are in place to minimise any
adverse consequences, such as Business Continuity Plans, contract conditions or other
arrangements, may reduce the consequences.

6.6

Wherever possible, measures should be designed to be embedded in normal business processes,
activities and systems. They should not impede the logical and natural flow of processes and
should be easy to understand and appreciate.

6.7

Transfer the risk by shifting the responsibility for a risk to another party. Risks may be transferred
in full or they may be shared with another party. Risks should be allocated to the party that can
exercise the most effective control over those risks.

6.8

Accepting and retaining the risk is the final phase within the University where, after careful analysis
of the cost of risk treatments, it cannot be avoided, reduced or transferred, or where the cost to do
so is not justified, (usually because the likelihood and consequences are low). Retained risks
should be monitored. It must always be remembered that ALL unidentified risks are retained risks.

6.9

Key questions in treating risks:

7.0

•

What options are appropriate for staff treating the risks?

•

What performance indicators are needed to monitor the levels of risk, the performance of the
control measures and the risk treatments?

•

What processes and controls exist, or are needed, to minimise the level of risk?

•

What resources are needed (people, funding, technical)?

•

Who has the responsibility for implementing the plan for managing risks?

RISK TEMPLATE

Following consideration of the above, the risk register template (Appendix 3) may be completed.
Consultation with the Corporate Reporting, Risk and Planning Unit is recommended.

RISK MONITORING AND REVIEW
1

Monitoring and review is an essential and integral step in the process for managing risk. Risks
need to be monitored periodically to ensure changing circumstances do not alter the risk priorities.
Few risks remain static – change may be sudden, or gradual and persistent. Factors that may
affect the likelihood and consequences of a risk may change, as may the factors that affect the
sustainability or cost of the treatment options.

2

Programs and processes change, as can the political, social and legal environment and goals of
the University. Accordingly, it is necessary to re-examine the risk context to ensure the way in
which risks are managed remains valid.

3

The principles of risk management are quite general in nature, but their application depends upon
the context and environment from time to time. The process of review and monitoring ensures that
risk management strategies continue to be a vital part of the University’s business processes.
Periodic reviews of risks and treatment plans are particularly useful when they are associated with
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operational and strategic plan development and change management. The presence of regular
performance information can assist with identifying likely trends, trouble spots and other changes
that have arisen.
4

5

6

Possible methods of review:
•

Internal check program;

•

Internal/external audit functions;

•

Physical inspections; and

•

Reviews of University policies, strategies and processes.

Key questions in risk monitoring and review:
•

Are the assumptions, including those made in relation to the environment, technology and
resources, still valid?

•

Are the management and accounting controls adequate?

•

Are the risk treatments comparatively efficient/cost effective in minimising risks?

•

Are the risk treatments effective in minimising the risks?

•

Do the performance indicators address the key success elements?

•

Do the risk treatments comply with the legal requirements, government and University
policies, including access, equity, ethics and accountability?

•

How can improvements be made?

Benefits from Risk Management:
•

Accountability and ownership for the management of specific risks is identified;

•

Acceptance that there are risks to be managed in all activities, without risk there is no
advancement;

•

Action taken to manage risks is integrated with existing planning and operational processes;

•

Better cost control;

•

Better preparedness for external review;

•

Effective risk management depends on good quality information;

•

Everyone is responsible for managing the risks in their work;

•

Greater transparency in decision making;

•

Increased knowledge and understanding of exposure to risk;

•

Legislative requirements and the political, social and economic environment are taken into
account when managing risks;

•

More effective strategic planning;

•

More systematic and thorough method of decision making;

•

Prevention rather than reaction to risk;

•

Risk management provides a framework or systematic approach for making decisions about
how best to manage risks;

•

Staff encouraged and supported by their leaders to manage risks.
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DEFINITIONS
Risk: the chance of something happening that will have any impact on objectives.
Risk Management: the coordinated activities that are directed towards realising potential opportunities
whilst managing adverse effects in order to improve the achievement of University objectives.
Risk Management Process: the systematic application of management policies, procedures and
practices to the tasks of communication, establishing the context, identifying, analysing, evaluating,
treating, monitoring and communicating risks to the attainment of the University’s outcomes and outputs.
Risk Management Context: defining the relationship between CQUniversity and its environment,
identifying the University’s strengths, weaknesses, opportunities and threats. The context includes the
financial, operational, competitive, political (public perceptions/image), social, client, cultural and legal
aspects of CQUniversity. It is not dissimilar to the first step in a soundly based strategic planning
process.
Corporate Governance: a term that refers to the way in which CQUniversity is directed and controlled
in order to achieve its strategic goals and operational objectives. The control environment makes the
University reliable in achieving its goals and objectives within an acceptable degree of risk. Corporate
Governance ensures a high standard of accountability at all levels of the University and as such enables
the Council and the Vice-Chancellor, to exercise their accountability in law. Corporate governance is the
glue which holds the University together in pursuit of its objectives while risk management provides the
resilience.
Risk Management Framework: the structure within CQUniversity that supports the risk management
practice, reporting, responsibilities and accountabilities at all management levels within the enterprise.
The risk management framework is a description of streams of accountability and reporting that will
support the Risk Management Process within the existing organisational structure.
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APPENDIX 1 –
RISK CATEGORIES
The University faces a number of different types of risk in conducting its business, which may be
categorised as follows:
•

Learning and Teaching Risk;

•

Research Risk;

•

Engagement Risk;

•

Corporate Governance and Compliance Risk;

•

Financial and Commercial Risk;

•

Health, Safety and Security Risk;

•

Human Resources Risk;

•

Asset Management Risk;

•

Information Technology Risk;

•

Environmental Risk.

Underpinning each of the above categories is the University’s responsibility to strengthen the assurance
that students’ interests and the University’s reputation are considered within each risk record.

1

Learning and Teaching Risk

1.1

Learning and teaching is a core activity for the University. Learning and teaching risks arise from
the execution of the University’s academic activities and include the following dimensions:
•

student assessment and grading;

•

student profile;

•

student progress;

•

curriculum and courses;

•

teaching staff;

•

quality of teaching and learning;

•

learning resources;

•

learning support;

•

student grievances and appeals;

•

leadership and management of learning and teaching.

1.2

To ensure the University’s learning and teaching risks are mitigated to an acceptable level,
management should ensure that a full review and assessment of the risks associated with the
learning and teaching activities of the University is undertaken periodically.

2

Research Risk

2.1

Research is a core activity for the University. Research risks arise from the execution of the
University’s academic activities and include the following dimensions:
•

commissioned research;

•

ethics;
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•

quality;

•

human resources management;

•

institutional;

•

collaboration;

•

accessibility;

•

intellectual property management;

•

supervision of research higher degree students;

•

research higher degree students.

2.2

To ensure the University’s research risks are mitigated to an acceptable level, management should
ensure that a full review and assessment of the risks associated with the research activities of the
University is undertaken periodically.

3

Engagement Risk

3.1

Engagement is a core activity for the University. Engagement risks arise from the execution of the
University’s activities and include the following dimensions:
•

collaborative research with local industry;

•

development of academic programs in partnership with local organisations;

•

community service learning for students;

•

consultancy services for local communities;

•

community involvement with University affairs.

3.2

To ensure the University’s engagement risks are mitigated to an acceptable level, management
should ensure that a full review and assessment of the risks associated with the engagement
activities of the University is undertaken periodically.

4

Corporate Governance and Compliance Risk

4.1

Corporate governance refers to the way in which the University is directed and controlled in order
to achieve its strategic goals and operational objectives. It involves governance of the University
by the Council. The Council is committed to ensuring the control environment makes the
organisation reliable in achieving its goals and objectives within an acceptable degree of risk.

4.2

The University is required to comply with a number of legislative and regulatory provisions, of a
direct and indirect financial and non-financial nature. The impact of non-compliance has the
potential to significantly impact the University’s ability to operate on an ongoing basis through, for
example, the imposition of substantial fines, costly restitution, business disruption, loss of
reputation, and operating restrictions. At worst, non-compliance may result in the cessation of the
University’s ability to operate into the future.

4.3

Essential to corporate governance and compliance are Council, management and staff knowledge
of:
•

legislation, mandatory regulatory requirements, and University policy and procedures;

•

impact of changes; and

•

consequences of non-compliance and response to change.
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5

Financial and Commercial Risk

5.1

The University relies upon government (Federal and State), private and commercial funding to
support its operations. As a result it is exposed to risks associated with funding shortfalls arising,
amongst other things, from:
•

changes in government funding policy;

•

inability to meet funding terms, conditions, enrolment (and other) targets;

•

inadequate budget control;

•

poor financial/investment planning and management; and

•

fraud and theft.

5.2

Furthermore, the University’s inability to develop and attract commercial income and failure to
realise the full commercial value of its strengths may also significantly impact its current and future
operations and viability.

5.3

The University must develop effective systems to develop, monitor and manage business growth
and financial management strategies to ensure adequacy and stability of revenue streams in the
immediate, medium and long term.

6

Health, Safety and Security Risk

6.1

The University’s direct and indirect liability for staff, student, third party and general community
health, safety and security is expansive in scope and has the potential to cause significant financial
and non-financial impact to the University in the event of negligence or other breaches.

6.2

To ensure the University’s health, safety and security risks are minimised to an acceptable level,
management should ensure that risks associated with activities are comprehensively reviewed and
assessed periodically.

6.3

To ensure compliance with Safety, Health, Environment, WorkCover and Sustainability (SHEWS)
further consultation with the Health and Safety Office is required.

7

Human Resources Risk

7.1

There is a clear link between talented and engaged staff, and the University’s ongoing success.
Management should consider potential risks or opportunities in, but not limited to, the following
dimensions:
•

recruitment and retention;

•

training and development;

•

performance evaluation and management;

•

career development;

•

compliance with legislation and regulations, and standards of good practice.

7.2

The University must ensure adequate and structured processes exist for the ongoing management
of its human capital in an ever-evolving operational and regulatory environment to mitigate
potential direct and indirect financial and non-financial loss.

8

Asset Management Risk

8.1

Physical assets and facilities provide the infrastructure necessary for the delivery of the
University’s services to students, other stakeholders, and third parties in the generation of income
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(and other tangible and intangible resources). Loss, or ineffective use and maintenance, of assets
exposes the University to the risk of material direct financial loss and indirect financial loss through
lost opportunity. Failure to comply with legislative obligations may lead to prosecution or closure of
facilities, diminished reputation, or disruption to teaching, administration or student accommodation.
8.2

Management should pro-actively manage ongoing and future asset needs, including resource
replacement, expansion and funding, to mitigate possible costs and losses.

9

Information Technology Risk

9.1

The University has an increasing dependence on information technology to support its day-to-day
operations. Information technology systems are relied upon for communications, transaction
processing, record maintenance and security.

9.2

A risk to any organisation is the confidentiality, availability and integrity of its information systems
and the data they hold. Management should undertake a full review and assessment of the risks
associated with recording, capturing, using and storing data. Matters that should be considered
include:
•

accuracy of data;

•

information system and data security;

•

potential for system failure or unavailability; and

•

potential for supplier failure.

9.3

It may not be possible for every internal and external information system to be free of exposure to
significant risk. Therefore, in anticipation of possible failures, consideration must be given to how
disruptions to normal operations caused by data/information technology issues will be managed to
minimise the time needed to resume normal business operations.

10

Environmental Risk

10.1 The environment is the surroundings in which the University operates and includes air, water, land,
flora and fauna. There are a number of activities undertaken by the University that impacts upon
the environment in which it operates. For example, the University:
•

uses chemicals and other hazardous materials;

•

uses equipment in laboratories, workshops and in the university grounds; and

•

creates waste that needs to be dealt with in an appropriate fashion.

10.2 The risks to the environment created by the University’s activities need to be identified and
assessed to ensure significant risks are being addressed.

APPPENDIX 2 –
RISK RECORD
Risk Record Template

APPENDIX 3 –
RISK REGISTER
Risk Register Template
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